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* Buzz Hillestad, GCFE

« SVP IS Consultant, Incident Response Digital Forensics Lead

SANS MEs: Ethical Hacking, Digital Forensics, and Incident
Response

Mission: Disrupt and Deceive Cybercrime —and | LOVE MY
JOB!

* Email: Buzz.Hillestad@sbscyber.com
* Website: www.sbscyber.com
* Blog: https://buzzsec.blogspot.com/

Follow us on Social:

SBS DFIR Department (Emergencies Only)

vilinlf f] . R@sbseybercom

« Office: +1 (855) SBS-DFIR
g
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The time is nigh.

Cybersecurity risks are ever increasing and are only going to become more
voluminous. Business leaders adopting a proactive mindset for their organization
are prepared and ready for the eventual threats that will impact them.
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Reactive or Proactive?

Challenges
* Unplanned Events |
* Unexpected Results -
» Unbudgeted Costs I
* FEAR Proactive
: | e Plans
Reactive :
I Why Now?

e Sudden Need e Revenue Growth

* Nimble — Technology Adoption
| * Profitability
* Secure Future
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Are We Even at RiSk? = CyberSecurity

“We don’t have anything of value; why would someone want to hack us?”

* “We’re too small of a company for a hacker to target.”
 “We’re in a small, rural area; no one knows who we are.”
* “IT will take care of it.”

* “We've got a firewall, so we’re protected.”

* “We trust our people not to fall for scams.”

* “We’ve got insurance; we’re covered.”

No business is immune to cybercrimes!

© SBS CyberSecurity, LLC
www.sbscyber.com

Consulting Network Security IT Audit Education




Who is a
Cybersecurity
Target?

HELLO

174.215.163.52
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Hackers use automated tools to search the
internet for internet protocol (IP) addresses
that are “alive.”

Automatically looking at what type of
device is attached on the IP address.

Trying to identify weaknesses in the
security of the device.

Hackers generally don’t know who you are,
where you are, or what you have, until they
can compromise the device.

establish a baseline of internet connected
devices and then are notified when a new
IP address attaches to the internet.

Everything that touches the internet has an
IP address.




SBS

2= CyberSecurity

You Are of Value to a Hacker

« Customer information « Email accounts
Social security numbers, bank Which can be compromised and used
account numbers, birthdates, to send more phishing email or
addresses, and contact information initiate email fraud attacks

« Employee information  Social media accounts
Social security numbers, bank Which can be compromised to
account numbers, birthdates, spread false information or
addresses, and contact information defamatory statements

« Sensitive corporate information « Computer assets
Trade secrets, software licenses Hackers can use to host their

information, serve as pivot-points for

other attacks, or use to attack (DDos)
Usernames and passwords other computers or networks

Online banking information
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Social Engineering
What Is It?
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Social Engineering? &5 Cybersecurity

» Nontechnical way to get information
* People are predictable

» We all have certain “programming”, these
programmed responses can be “gamed”
to trick people into divulging information
or even giving access to something.

© SBS CyberSecurity, LLC 8 - . .
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Most Prevalent Threats

» Social Engineering

* Phishing

* Pre-text calling with spoofed numbers
» Business Email Compromise

* What is it?

« How does it happen?

* How can you protect your organization?
 Real world examples
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» The attacker generates an email that is very believable or tricky

* In some recent cases, the attacker has compromised an upstream email account of
someone the victim has done business with before

* The attacker tricks the victim into giving up their username and password

* In other cases, the attacker tricks the victim into clicking a link or opening a file that will
steal username and password or compromise the computer or the computer accounts
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Phishing Example: Scare Tactics $BS

yberSecurity

From: Microsoft Securities <microsoftsecuriies@gmail.com>
Sent: Monday, March 16, 2020 5:09 AM
Subject: WINDOWS SECURITY ALERT !!

© SBS CyberSecurity, LLC
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From: Juan Tipula <jtipula@hidrostal.com.pe>
Sent: Monday, March 16, 2020 6:43:52 PM
Subject: Email Notification ( Treat Urgent )

Attention:

Your E-mail account was recently signed in from an unknown location.
Please click here for verification to avoid closure of your E-mail account

To complete this verification, simply or click here

Sincerely,
Email Support

© SBS CyberSecurity, LLC 8 - . .
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From Account Receivable <acctreceivables@sn»r-irr.- ¥y © Reply ‘9 ReplyAll |v - Forward More v
Subject Account Receivable shared "ACH Payment Remittance” with you. 2020-01-03, 10:58 AM

To sheppol@sronng Skoppelifetracsrr g, ernviEny detiarareeort earydtney Aictiarargenrs =¥ dardsmilneg 47 more

Here's the document that Account Receivable shared with you.

This link will work for anyone.

h
ACH Payment Remittance

=|'7 MinOSOft veDrive Microsoft respects you

Microsoft Corporation,
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Stealing credentials BS
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x Google I EJ-" Search ~ « |~ cp~ | & Share~ S~ @B~ A Sidewiki ~ | Ap Check ~ & Translate = ' AutoFill - % ° _ Signln -
x @ - |a s - D-@-E-9B-V-0-0- @ - +

facebook

A E - oA AnN From: Facebook <invite+richard@yorklandsearch.ca>
/ 1 8 ( ,e 0.8 oarn A0
AR FZL ‘b =L _ﬂ( r 0196 Subject: Notifications pending

Facebook helps you connect and share with Sign Up Date: June 8, 2012 7:45:37 PM EDT

: To: richard@udel.edu <richard@UDel.Edu>
the pe°p|e in your life. It's free and always will be.
First Name: faceb°°k
‘ 7] 3 8 22 - =
D‘Fferrf”t lIJI{\L EN s 0 4 Last Name: Hi,
= Your Email: Here's some activity you have missed on Facebook.
=S Re-enter Email:

P & P& & 2 friend request
New Password:
http://xprezzo.nlfup/load/

Iam: Select Sex:|»|

— Go To Facebook” | See All Notifications
Birthday: Month: | v/ || Day:|¥|

Why do I need to provide this

Sign Up

vas to richard@udel.edu. If you don't w
future . unsubscribe
Create a Page for a celebrity, band o | Attention: Denart

+ 415 [
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Email

From: Jane Doe
Sent: Monday, August 31, 2020 10:45 AM
Subject: Title_Insurance_Agency_RFP_2020_08_31

A document has been shared with you by Jane Doe, the document was uploaded using pdf.
Click below to review the document attached. Title Insurance Agency RFP 2020 08 31

Please let me know if you have any further questions

Jane Doe | Escrow Agent
Title Insurance Agency

© SBS CyberSecurity, LLC
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)

FOR YOUR REFERENCE:

l Quch Nows FOR YOUR REFIRENGE
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From: support@drp-box.com Bl i s atiiaesn

Reply-to: support@drp-box.com M Toggle red flags
Subject: Important File #45435 shared through DropBox
=

2= CyberSecurity

& &
%

Someone from your address book just shared an
IMPORTANT document with you.

You can view or download your document below.

> View Document
> Download Document

Happy Dropboxing!
- The Dropbox Team




Pre-Text Calling
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Easily

Disguise .
Your Caller ID

Consulting

Network Security

Attacker spoofs a phone number and calls
the victim

Victim sees the phone number is that of
who they claim to be and gives trust

The attacker sometimes asks for
information like account numbers or would
like to change shipping addresses or some
other type of attack

In some cases, the attacker asks the used
to visit a website (same as clicking on a
phishing link) — example

Sometimes the attacker has a lot of
information to make the call very
believable

IT Audit Education

www.sbscyber.com



SBS

CyberSecurity

Business Email Compromise
What Is It and How Does It Work?



1IC3

Business Email Compromise (BEC) is
defined by the IC3 as “a sophisticated scam
targeting businesses working with foreign
suppliers and/or businesses that regularly
perform wire transfer payments. The scam
is carried out by compromising

legitimate business e-mail accounts
through social engineering or computer
intrusion techniques to

conduct unauthorized transfers of funds.”
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Figure 4. Per capita cost by industry classification
Consolidated view (n=350), measured in US$

Health
Education
Pharmaceuticals
Financial
Communications
Retail

Industrial
Services
Consumer
Energy
Hospitality
Technology
Media

Research
Transportation
Public sector

Network Security
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$100 $150 $200 $250 $300 $350 $400

Source Ponemon Institute
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ONE CRIME, MANY NAMES

USINESS EMAIL COMPROMISE CAN GO BY DIFFERENT NAMES - BE AWARE OF THEM ALL

EMPLOYEE ACCOUNT
COMPROMISE

CEO FRAUD /
CEOIMPERSONATION

BOGUS INVOICE
SCHEME

MAN-IN-THE EMAIL SCAM

areful INTERPOL
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ﬁ ® 000
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CyberSecurity
« The email used a PDF attachment that appeared to be from DocuSign, a well-known and

highly utilized company for legally signing electronic files.

Email Account Takeover - Phishing $BS
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Ultimately the only active content in it was a link as seen in the following image:

via DocuSign and w

© SBS CyberSecurity, LLC
www.sbscyber.com

Consulting Network Security IT Audit Education




Email Account Takeover §
&= CyberSecurity

* You can see their 0365 portal was very convmcmg

C & https://pxintelligence-public.s3.amazonaws.com/static/485c3a7dc576411781¢
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 Discover the flow of money and who the players are

 Search email history for key terms
* Wire
* Payment
* Invoice

© SBS CyberSecurity, LLC
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Create Rules or Attack 5 Cybersecurity

The attacker is working in your

email while you are, so they

hide their activities with these

tactics. Forward the inbox
to another email
address

Delete messages
from upcoming
target list

© SBS CyberSecurity, LLC

www.sbscyber.com Consulting Network Security IT Audit Education




Email#1 §BS

2= CyberSecurity
Date: 3-14-2021
From: Accounts Payable (vendor@service.com) — this is very similar to the email address of your

accounts payable person you're used to seeing g
To: Victim Pharma (you@yourcompany.com)
Subject: RE: Update To Payment Account

Good morning,

Please confirm when we can expect the next payment? There is an immediate update to our payment
processing.

Thanks
Please let me know if you have any questions.

Accounts Payable
Jane Doe — they use someone you've done business with from searching your email

919-628-3567

© SBS CyberSecurity, LLC
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Email#2 §BS

Date: 3-14-2021
From: Victim Pharma (you@yourcompany.com

To: Accounts Payable (vendor@service.com) g

Subject: RE: Update To Payment Account

Jane,
We will remit payment to the website as usual.

Thanks.

Pharma
Beth Hicks

© SBS CyberSecurity, LLC 8 - . .
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Date: 3-14-2021
From: Accounts Payable (vendor@service.com) g

To: Victim Pharma (you@yourcompany.com)

Subject: RE: Update To Payment Account

No, please do not make any payment on the website because our account information on the
website for receiving payments has exceeded its tax- free limit. It's undergoing an audit and all
incoming payments have been blocked on the account at the moment. Please confirm and | can

forward you our updated ACH banking information to make the future payments direct from your
bank account?

Accounts Payable

Jane Doe
919-628-3567

© SBS CyberSecurity, LLC 8 - . .
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Date: 3-14-2021
From: Victim Pharma (you@yourcompany.com

To: Accounts Payable (vendor@service.com) g

Subject: RE: Update To Payment Account

Jane,

Ok, please send the new ACH account information.

Pharma
Beth Hicks

© SBS CyberSecurity, LLC
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Date: 3-14-2021
From: Accounts Payable (vendor@service.com) g

To: Victim Pharma (you@yourcompany.com)

Subject: RE: Update To Payment Account

Our ACH routing number is 123456789
Our Account Number is 000123456789

Accounts Payable
Jane Doe
919-628-3567

© SBS CyberSecurity, LLC 8 - . .
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Date: 3-14-2021
From: Accounts Payable (vendor@service.com) g

To: Victim Pharma (you@yourcompany.com)

Subject: RE: Update To Payment Account

Please confirm if you got our updated billing information as we want our payment to go to our bank
account via ACH Wire transfer. Kindly let me know when this will be paid so | can forward our

detailed copy if not received.

Accounts Payable

Jane Doe
919-628-3567

© SBS CyberSecurity, LLC 8 - . .
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Email#7 §BS

Date: 3-14-2021
From: Victim Pharma (you@yourcompany.com

To: Accounts Payable (vendor@service.com) g

Subject: RE: Update To Payment Account

Jane,
We have remitted payment as per your instructions. Please confirm you have received the payment.

Pharma
Beth Hicks

© SBS CyberSecurity, LLC 8 - . .
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*Bad Actor has already arranged control of a named cryptocurrency wallet for the funds to be

converteag to
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What Can Businesses Do? $BS

= CyberSecurity
« ACH Whitelisting
 Dual Authorization/Dual Signature
* In Person/Voice Verification or Call Backs — do not call the number in email
« Have tech firm enable logging/location access in email system
* Implement multi-factor authentication
« Enable Audit Logs in 0365
 Geo location IP Blocking
« Sandboxing
 Register domains that are similar to their business
 SPF, DKIM, and DMARC

© SBS CyberSecurity, LLC
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THE GOLDEN RULE OF EMAIL"

TREAT

EVERY EMAIL
ASIFITIS A

PHISHING ATTEMPT

SBS

CyberSecurity

Who is it coming from?
What do they want?
Why do they want it?

Who is the Sender?

Do | know them?

Are there any
misspellings?

Did | expect this email?

WWW SBSCYBER.COM
ation 40
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* Why are they emailing me?

* Why are they asking me to
take action.

 |s this even believable?

* Are they creating urgency?

© SBS CyberSecurity, LLC
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Red Flags

© SBS CyberSecurity, LLC

Unexplained urgency.

Last minute changes in wire instructions or recipient account
information.

Last minute changes in established communication platforms or
email account addresses.

Communications only in email and refusal to communicate via
telephone or online voice or video platforms.

Different phone number from the one the person you're used to
communicating with usually uses

Requests for advanced payment of services when not previously
required.

Requests from employees to change direct deposit information.

Consulting Network Security IT Audit Education
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PaSSWO rd BeSt  We are all consumers and we like convenience!

Pl‘a CtICES » 81% of hacking related breaches used either
stolen or week passwords

| CHANGED ALL MY PASSWORDS TO “INCORRECT".

* Do not use the same password on multiple
systems.

* Passwords should be at least 10 characters (15, if
possible) with 3 of the 4 characteristics of upper-
case letter, lower case letter, number, or symbol.

 Avoid using a dictionary word in your passwords.

"YPI_!R SSWORD1S INCORRECT.”

ROLL.ME

 Avoid using your personal elements such as
username, first name, last name, phone number,
family, towns, state, or Bank name in your
passwords.

« Passwords should be replaced at least every 90
days and not reused for at least 12 months.

© SBS CyberSecurity, LLC
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User Name
Banking FirstNameLastNag X bank123
Business Business1 business123
Home Town of Oakville abc
Home Enercare home
Kids https://login.schoolgatewa - 1234 . .
Personal Yahoo abc Cybersecurity Starts Here
Personal Youtube Name abc123
Personal CRA 123456789 1234
Personal Facebook 1234
Personal Yahoo 12345
Personal http://www.linkedin.com N .com 1234
School https://eportal.joshuacreekschool.ca FirstNameLastName |school123
School https://www.scopay.com Name2@gmail.com school124

fCICEbOOk amg ;0“ salesforce

Password Shipping Address New Password
eeccccccccce 17 Main St. New York, NY 10044 Ry
K e e P a S S LastPasse«:| LastPass«««| LastPass e«
PASSWORDS FORM FILLS GENERATE PASSWORD
d4dx1q/Rb*li o e

Facebook m My Mastercard
name@example.com veee sune sese 5432

SHOW HISTORY

Uppercase

FORM FILLS Passy eneth
My Billing Address
@ Y . Lowercase
Corporate Visa
as a I Ie Ending in 6789 + Expires 12/21 Easy to say Numbers
Symbols

Easy to read

@ All ch. t
@ My Billing Address characters

HIDE OPTIONS FILL PASSWORD
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https://www.sbscyber.com/education/free-downloads

https://www.sbscyber.com/education/webinars

https://www.sbscyber.com/education/blog

https://sbscyber.com/resources/threat-advisory-business-email-compromise

https://sbscyber.com/resources/threat-advisory-sim-swapping

https://sbscyber.com/resources/threat-advisory-new-phishing-technique
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Multi-Factor is a great way to reduce risk of unauthorized access. But like
most things cybersecurity, it can be beaten.

Multi-Factor Authentication

Password
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