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Response
• Mission: Disrupt and Deceive Cybercrime – and I LOVE MY 
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• Blog: https://buzzsec.blogspot.com/
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• Office: +1 (855) SBS-DFIR
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The time is nigh.

Cybersecurity risks are ever increasing and are only going to become more 
voluminous. Business leaders adopting a proactive mindset for their organization 
are prepared and ready for the eventual threats that will impact them. 



Reactive or Proactive?
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Challenges
• Unplanned Events
• Unexpected Results
• Unbudgeted Costs
• FEAR

Why Now?
• Revenue Growth
• Nimble – Technology Adoption
• Profitability
• Secure Future

Reactive

Proactive

• Sudden Need

• Plans
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Are We Even at Risk?
• “We don’t have anything of value; why would someone want to hack us?”

• “We’re too small of a company for a hacker to target.”

• “We’re in a small, rural area; no one knows who we are.”
• “IT will take care of it.”

• “We’ve got a firewall, so we’re protected.”
• “We trust our people not to fall for scams.”

• “We’ve got insurance; we’re covered.”

No business is immune to cybercrimes!

I’M NOT A TARGET!



Who is a 
Cybersecurity 
Target?

• Hackers use automated tools to search the 
internet for internet protocol (IP) addresses 
that are “alive.”

• Automatically looking at what type of 
device is attached on the IP address.

• Trying to identify weaknesses in the 
security of the device.

• Hackers generally don’t know who you are, 
where you are, or what you have, until they 
can compromise the device.

• establish a baseline of internet connected 
devices and then are notified when a new 
IP address attaches to the internet.

• Everything that touches the internet has an 
IP address.
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You Are of Value to a Hacker
• Customer information

Social security numbers, bank 
account numbers, birthdates, 
addresses, and contact information

• Employee information
Social security numbers, bank 
account numbers, birthdates, 
addresses, and contact information

• Sensitive corporate information
Trade secrets, software licenses

• Online banking information
Usernames and passwords

• Email accounts
Which can be compromised and used 
to send more phishing email or 
initiate email fraud attacks

• Social media accounts
Which can be compromised to 
spread false information or 
defamatory statements

• Computer assets
Hackers can use to host their 
information, serve as pivot-points for 
other attacks, or use to attack (DDos) 
other computers or networks



What Is It?
Social Engineering



Social Engineering?

• Nontechnical way to get information
• People are predictable
• We all have certain “programming”, these 

programmed responses can be “gamed” 
to trick people into divulging information 
or even giving access to something.
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Most Prevalent Threats
• Social Engineering
• Phishing
• Pre-text calling with spoofed numbers

• Business Email Compromise
• What is it?
• How does it happen?
• How can you protect your organization?
• Real world examples



Phishing

• The attacker generates an email that is very believable or tricky
• In some recent cases, the attacker has compromised an upstream email account of 

someone the victim has done business with before
• The attacker tricks the victim into giving up their username and password
• In other cases, the attacker tricks the victim into clicking a link or opening a file that will 

steal username and password or compromise the computer or the computer accounts
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Phishing Example: Scare Tactics
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Phishing Example: Scare Tactics
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Phishing Example: COVID-19 
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Difficult to Identify?
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Stealing credentials
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Pre-Text Calling
• Attacker spoofs a phone number and calls 

the victim
• Victim sees the phone number is that of 

who they claim to be and gives trust
• The attacker sometimes asks for 

information like account numbers or would 
like to change shipping addresses or some 
other type of attack

• In some cases, the attacker asks the used 
to visit a website (same as clicking on a 
phishing link) – example

• Sometimes the attacker has a lot of 
information to make the call very 
believable
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What Is It and How Does It Work?
Business Email Compromise



IC3

Business Email Compromise (BEC) is 
defined by the IC3 as “a sophisticated scam 
targeting businesses working with foreign 
suppliers and/or businesses that regularly 
perform wire transfer payments. The scam 
is carried out by compromising 
legitimate business e-mail accounts 
through social engineering or computer 
intrusion techniques to 
conduct unauthorized transfers of funds.”
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Source Ponemon Institute
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How does it happen?

Cybercriminal
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Email Account Takeover - Phishing
• The email used a PDF attachment that appeared to be from DocuSign, a well-known and 

highly utilized company for legally signing electronic files.
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Email Account Takeover
Ultimately the only active content in it was a link as seen in the following image:
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Email Account Takeover
• You can see their O365 portal was very convincing
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Search Compromised Account

• Discover the flow of money and who the players are
• Search email history for key terms

• Wire
• Payment
• Invoice



Create Rules or Attack
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The attacker is working in your 
email while you are, so they 
hide their activities with these 
tactics.
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Email#1
Date: 3-14-2021
From: Accounts Payable (vendor@service.com) – this is very similar to the email address of your 
accounts payable person you’re used to seeing
To:  Victim Pharma (you@yourcompany.com)
Subject:  RE: Update To Payment Account

Good morning,
Please confirm when we can expect the next payment? There is an immediate update to our payment 
processing.
Thanks
Please let me know if you have any questions.

Accounts Payable
Jane Doe – they use someone you’ve done business with from searching your email
919-628-3567
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Email#2
Date: 3-14-2021
From: Victim Pharma (you@yourcompany.com
To: Accounts Payable (vendor@service.com)
Subject:  RE: Update To Payment Account

Jane,
We will remit payment to the website as usual.
Thanks.

Pharma
Beth Hicks
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Email#3
Date: 3-14-2021
From: Accounts Payable (vendor@service.com)
To:  Victim Pharma (you@yourcompany.com)
Subject:  RE: Update To Payment Account

No, please do not make any payment on the website because our account information on the 
website for receiving payments has exceeded its tax- free limit. It’s undergoing an audit and all 
incoming payments have been blocked on the account at the moment. Please confirm and I can 
forward you our updated ACH banking information to make the future payments direct from your 
bank account? 

Accounts Payable
Jane Doe 
919-628-3567
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Email#4
Date: 3-14-2021
From: Victim Pharma (you@yourcompany.com
To: Accounts Payable (vendor@service.com)
Subject:  RE: Update To Payment Account

Jane,
Ok, please send the new ACH account information.

Pharma
Beth Hicks
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Email#5
Date: 3-14-2021
From: Accounts Payable (vendor@service.com)
To:  Victim Pharma (you@yourcompany.com)
Subject:  RE: Update To Payment Account

Our ACH routing number is 123456789
Our Account Number is 000123456789

Accounts Payable
Jane Doe
919-628-3567
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Email#6
Date: 3-14-2021
From: Accounts Payable (vendor@service.com)
To:  Victim Pharma (you@yourcompany.com)
Subject:  RE: Update To Payment Account

Please confirm if you got our updated billing information as we want our payment to go to our bank 
account via ACH Wire transfer.  Kindly let me know when this will be paid so I can forward our 
detailed copy if not received.

Accounts Payable
Jane Doe
919-628-3567
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Email#7
Date: 3-14-2021
From: Victim Pharma (you@yourcompany.com
To: Accounts Payable (vendor@service.com)
Subject:  RE: Update To Payment Account

Jane,
We have remitted payment as per your instructions. Please confirm you have received the payment.

Pharma
Beth Hicks
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• ACH Whitelisting
• Dual Authorization/Dual Signature
• In Person/Voice Verification or Call Backs – do not call the number in email
• Have tech firm enable logging/location access in email system
• Implement multi-factor authentication
• Enable Audit Logs in 0365
• Geo location IP Blocking
• Sandboxing
• Register domains that are similar to their business
• SPF, DKIM, and DMARC

What Can Businesses Do?
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Who is it coming from?
What do they want?
Why do they want it?

Who is the Sender? 
Do I know them?
Are there any 
misspellings?
Did I expect this email?



Why

• Why are they emailing me?
• Why are they asking me to 

take action.
• Is this even believable?
• Are they creating urgency?
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Red Flags

• Unexplained urgency.
• Last minute changes in wire instructions or recipient account 

information.
• Last minute changes in established communication platforms or 

email account addresses.
• Communications only in email and refusal to communicate via 

telephone or online voice or video platforms.
• Different phone number from the one the person you’re used to 

communicating with usually uses
• Requests for advanced payment of services when not previously 

required.
• Requests from employees to change direct deposit information.



Password Best 
Practices

• We are all consumers and we like convenience!

• 81% of hacking related breaches used either 
stolen or week passwords

• Do not use the same password on multiple 
systems.

• Passwords should be at least 10 characters (15, if 
possible) with 3 of the 4 characteristics of upper-
case letter, lower case letter, number, or symbol.

• Avoid using a dictionary word in your passwords.

• Avoid using your personal elements such as 
username, first name, last name, phone number, 
family, towns, state, or Bank name in your 
passwords.

• Passwords should be replaced at least every 90 
days and not reused for at least 12 months.

4
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Password Managers



SBS Resources

• https://www.sbscyber.com/education/free-downloads
• https://www.sbscyber.com/education/webinars
• https://www.sbscyber.com/education/blog

• https://sbscyber.com/resources/threat-advisory-business-email-compromise
• https://sbscyber.com/resources/threat-advisory-sim-swapping
• https://sbscyber.com/resources/threat-advisory-new-phishing-technique
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Multi-Factor Authentication
Multi-Factor is a great way to reduce risk of unauthorized access. But like 

most things cybersecurity, it can be beaten. 
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